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Joining Consumer Sentinel,
L aw Enforcement’s Cyber Tool for the 21% Century

Consumer Sentinel is an investigative cyber-tool and complaint database, restricted to law
enforcement use, that provides hundreds of civil and criminal enforcement agenciesimmediate
and secure access to Identity Theft, Internet, Telemarketing and other consumer fraud-related
complaints. The instructions below explain how your organization can become a Sentinel
member and gain access to the Consumer Sentinel restricted access Website.

1 Check the Members List on the Consumer Sentinel Public Site
(www.consumer.gov/sentinel/members.htm) to seeif your law enforcement organization
isaready a Sentinel member. If your organization is already a member then skip to
Step 3.

2. If you do not see your organization listed, print the attached Consumer Sentinel
Confidentiality Agreement. The Confidentiality Agreement is an agency-to-agency
agreement that will need to be signed by someone with the authority to sign for your
entire organization. Only one confidentiality agreement is required per organization, and
remember to check box 6(a).

3. Print the attached Application for Access to the Consumer Sentinel Website. Each
individual Consumer Sentinel user must fill out an application. We use these to issue
unigue User IDs and Passwords. Remember to include your email address and your
approving officials signature.

4, Fax the Confidentiality Agreement and Applications for Access to us at (202)326-3392.
make sure to address them to Consumer Sentinel Project Manager. Y ou should also mail
the paper copiesto us at:

Consumer Sentinel Project Manager
Federal Trade Commission

600 Pennsylvania Ave, NW H-292
Washington, DC 20580

5. Within 1-2 weeks of our receipt of your Confidentiality Agreement and Applications, you
should receive two packages in the mail from us with log on instructions and password
information.

If you have any questions please contact us at (202)326-2913 or by email at sentinel @ftc.gov.
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Consumer Sentinel Network Confidentiality Agreement

This agreement is entered into between the Bureau of Consumer Protection ("Bureau") of the Federal
Trade Commission ("FTC") and In conjunction
with all other domestic and foreign entities similarly agreeing. The purpose of this agreement isto
facilitate the confidential exchange of consumer complaint information, including information about
consumer fraud and deception perpetrated through the Internet, direct mail, telemarketing, or other
media, under the conditions set forth below.

The Consumer Sentinel Network

1. The FTC, in conjunction with the National Association of Attorneys General, Canshare, and
PhoneBusters, has developed the Consumer Sentinel--an automated database to store investigatory
information provided by participating law enforcement agencies and other contributors about consumer
fraud and deception. Pursuant to the Identity Theft and Assumption Deterrence Act of 1998, 18 U.S.C.
81028, the FTC also has developed the Identity Theft Data Clearinghouse--an automated database to
store investigatory information provided by consumers, participating law enforcement agencies, and
other contributors about identity theft. The FTC makes information contained in the Consumer
Sentinel and the Identity Theft Data Clearinghouse available through the Consumer Sentinel Network.
The information contained in both databases is known collectively as " Consumer Sentinel Network™
information. This information exchange program is consistent with Section 6 (f) of the Federal Trade
Commission Act, 15 U.S.C. § 46(f), Commission Rules 4.6, 4.10, and 4.11(c) and (d), 16 C.F.R. 88
4.6, 4.10, and 4.11(c) and (d) (2000), and the Privacy Act of 1974, as amended, 5 U.S.C. § 552a.

2. The information contained in the Consumer Sentinel Network does not include confidential
commercial material, but islimited to information derived primarily from consumer complaints and
other information gathered during identity theft, fraud, and other consumer protection investigations.
Thisinformation may include, among other things, the names of companies and company
representatives; the identity of the products or services involved; the status of ongoing law
enforcement actions; and the names and telephone numbers of assigned staff.

Data Contribution from Participants

3. The signing entities and other data contributors may enter relevant information into one or both
databases through the use of computer terminals located in their offices or by providing such
information to other participants who will input such data into the system. Where necessary, the FTC
subsequently loads this information into the automated databases, which are controlled by the FTC.

Access to Consumer Sentinel Network | nformation

4. Information in the Consumer Sentinel Network shall be made available as follows:

a. Information in the Consumer Sentinel database will be available only to the FTC and
participating domestic and foreign law enforcement agencies that sign this confidentiality
agreement. The form, substance and extent of disclosuresto foreign law enforcement entities
shall be subject to a separate agreement between the FTC and the foreign law enforcement
entity.

b. Information in the Identity Theft Data Clearinghouse will be made available to the FTC and
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participating domestic law enforcement agencies. Limited information from the Identity Theft
Data Clearinghouse also will be available to other participating domestic government agencies,
consumer reporting agencies, and private entities that sign this agreement, to the extent
consistent with the Identity Theft and Assumption Deterrence Act of 1998, 18 U.S.C. 81028, and
the Privacy Act, 5 U.S.C. 552a. The form and substance of disclosures to other participating
domestic government agencies, consumer reporting agencies, and private entity participantsis at
the discretion of the FTC.

Confidentiality and Use of Consumer Sentinel Network I nformation

5. All parties participating in this information exchange system do so with the understanding that all
Consumer Sentinel Network information will be kept confidential. In particular, the party signing this
agreement agrees not to release information contained in the Network to anyone other than its
employees, consultants and contractors, or bona fide law enforcement agency personnel who are bound
by this agreement and have a need to know such information.

6. The party signing this agreement agrees to use information contained in the Consumer Sentinel
Network in the manner indicated below (check only one designation):

a. [ ] The party signing this agreement is adomestic or foreign law enforcement entity and
agrees to use the Consumer Sentinel Network information to which it has access under
paragraph 4 of this agreement only in connection with law enforcement purposes; or

b. [ ] The party signing this agreement is a participating domestic government agency, consumer
reporting agency, or private entity, and agrees to use the limited Identity Theft Data
Clearinghouse information disclosed to it only to prevent or investigate frauds described in 18
U.S.C. § 1028 (@), subject to such additional conditions as designated by the FTC.

7. Except as authorized by law, the Bureau agrees that information contained in the Consumer Sentinel
Network will not be released to anyone other than participating entities as delineated in this agreement,
and to employees of and consultants and contractors of such entities and of the FTC with aneed to
know such information. Should the FTC receive an official request from another federal law
enforcement agency or from Congress(L) or should the FTC be directed to furnish information in the
Consumer Sentinel Network to a nonparticipant by a court with jurisdiction to issue such an order,
however, the FTC may, in its discretion, furnish that information subject to applicable statutory
restrictions and in a manner consistent with the need to preserve the confidentiality of that information.
In addition, the FTC will make aggregate statistics available to participants upon request and will
continue to release trend data to the general public.

8. The signing party agrees that should it receive arequest for access to this material or should that
information become subject to compulsory process, it will immediately notify the FTC contact person
of these facts so that a timely decision can be made on whether to furnish the requested information
and, if the information isto be furnished, how to furnish it in amanner that will preserve its
confidentiality.

9. The FTC has appointed the Associate Director for Planning and Information, Bureau of Consumer
Protection, to be its contact person for purposes of this information exchange program. This official is
responsible for ensuring the confidentiality of the information contained in the Consumer Sentinel
Network and, in appropriate circumstances, for authorizing participants to make further disclosures of
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the material in response to requests for access or compulsory process. The Associate Director has also
been delegated authority from the Commission to respond to requests for access from domestic law
enforcement agencies to any FTC documentary materials relating to consumer fraud. Such requests
will be handled under the procedures set forth in Commission Rule 4.11(c), 16 C.F.R. § 4.11(c),
whereby the requesting party must submit a certification that the material will be used for law
enforcement purposes and be kept confidential. The Director of the Bureau of Consumer Protection,
subject to redelegation, may also respond to foreign access requests for certain information on
consumer protection pursuant to the delegation authority set forth at 62 Fed. Reg. 15185 (1997).

agrees to the above conditions.

Signature

Name

Title
Dated

Mailing
Address

Phone Number
E-Mail Address

Lois G. Greisman
Associate Director, Division of Planning and Information
for the Bureau of Consumer Protection

Dated:

Endnote:

1. Itisthe FTC's policy to provide information to Congress upon official request, athough the Federal Trade
Commission will request that the confidentiality of the information be maintained.
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Application for Accessto the Consumer Sentinel Website

The absence of any requested information will delay your application.
Please contact Consumer Sentinel Support at sentinel @ftc.gov or at (877)701-9595 , if you have any questions.

APPLICANT IDENTIFICATION

1A. Application's Name

(Last, First, Middle Initial) (Print)

2. Date of Birth 4. Fax Number
(mm/ddlyy)

1B. Applicant's Title

3. Telephone Number |5. Electronic Mail
Address

6. Agency Name

7. Organization Code |8. Web Browser
(Completed by FTC) | (Name & Version)

9. Does your Web Browser support 128-bit encryption?

10. Mailing Address

THE FOLLOWING CERTIFICATION MUST BE COMPLETED BY APPLICANT AGENCY

| certify that | will use the Consumer Sentinel only for approved government purposes. | understand that

use for any other purpose, including unauthorized access or disclosure, may constitute a violation of
Section 10 of the FTC Act and of the Consumer Sentinel Confidentiality Agreement.

11. Signature of Applicant 12. Date
13. Signature of Approving Official from 14. Approving 15. Date
Applicant's Agency Official's Name

(Print)
16. Title of Approving Official (Print)
Fax To: Send Origina To:

(202) 326-3392

Consumer Sentinel Project Manager
Federal Trade Commission
600 Pennsylvania Avenue, NW H-292
Washington, DC 20580

For FTC Use Only

17. BCP Approval

18. Date

19. CA

20.VorS

21. Signature 22. Date
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